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ABSTRACT. In this article we study check character systems
that is error detecting codes, which arise by appending a check digit
an to every word a1as...0G5,_1 : G1G9...Gp_1 — G102...04 10, With
the check formula (...((a; - daz) - 62a3)...) - 6" 2a,_1) - " ta, = c,
where Q(+) is a quasigroup or a loop, ¢ is a permutation of @, ¢ € Q.
We consider detection sets for such errors as transpositions (ab —
ba), jump transpositions (acb — bca), twin errors (aa — bb) and
jump twin errors (aca — beb) and an automorphism equivalence
(a weak equivalence) for a check character systems over the same
quasigroup (over the same loop). Such equivalent systems detect
the same percentage (rate) of the considered error types.

1. Introduction

A check character (or digit) system with one check character is an error
detecting code over an alphabet () which arises by appending a check
digit a,, to every word ajas...an_1 € Q"1

aiag ...ap—1 — a4142 ...0p—-10n.

In praxis the examples used are among others the following: the Euro-
pean Article Number (EAN) Code, the Universal Product Code (UPC),
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the International Book Number (ISNB) Code, the system of the serial
numbers of German banknotes.

The control digit a,,+1 can calculate by different check formulas (check
equations), in particular, with the help of a quasigroup (a loop, a group)
Q).

The most general check formula is the following:
(. .. ((a1 . 51&2) . 52&3) .. ) . 57171(1” =C,

where Q)(+) is a quasigroup, c is a fixed element of @, 01, d2,...,d,—1 are
some fixed permutations of Q).

Such a system is called a system over a quasigroup and always detects
all single errors (that is errors in only one component of a code word) and
can detect other errors of certain patterns arisen during transmission of
date if the quasigroup Q(-) has some properties.

The work [9] of J.Verhoeff is the first significant publication relating
to these systems with a survey the decimal codes known in the 1970s. The
statistical sampling made by J.Verhoeff shows that such errors (of human
operators) as single errors (a — b), adjacent transpositions (ab — ba),
jump transpositions (acb — bca), twin errors (aa — bb) and jump twin
errors (aca — beb) can arise, where single errors and transpositions are
the most prevalent ones.

A.Ecker and G.Poch in [5] have given a survey of check character sys-
tems and their analysis from a mathematical point of view. In particular,
the group-theoretical background of the known systems was explained
and new codes were presented that stem from the theory quasigroups.

Studies of check character systems over groups and abelian groups
are continued by R.-H.Shulz in a number of papers. In [4] HM.Damm
surveys the results about check character systems over groups and over
quasigroups and studies the last ones.

In the article [1] ([2]) the check character systems over arbitrary quasi-
groups (over T-quasigroups) @(+) with the control equations

an = (... ((ay - dag) - 6%az) -...) - 6" 2an_1 (1)
and
(...(((a1 - 6ag) - 6%az) - ...) - 0" 2a,_1) - 6" ta, = c € Q, (2)

which detect completely single errors, transpositions, jump transposi-
tions, twin errors and jump twin errors, were investigated.

In this article we continue research of check character systems with
the check formula (2) over quasigroups and loops. In particular, we con-
sider detection sets of the pointed errors and two equivalences between
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permutations 0 of @ from (2) (between the related systems over the same
quasigroup). Namely, we introduce an automorphism equivalence of per-
mutations for a quasigroup and a weak equivalence of permutations for
a loop. These equivalences are generalization of the respective equiv-
alence relations considered by J.Verhoeff in [9],H.M.Damm in [4] and
R.-H. Schulz in [6,7,8] for the check character systems over groups and
characterize systems over the same quasigroup (loop) detecting the same
percentage of the considered errors.

2. Check character systems over a quasigroup

In Table 2 of [6] R.-H. Schulz gives an information about detection of er-
rors by check character systems over a group @Q(-) with the check formula
(2), n > 3. Namely, he reduces detection sets and a rate (percentage) of
detection of different error types for these systems. This information we
give in Table 1, where

My ={(a,b) € Q*| a-5b#b-Sa,a # b},
Myr ={(a,b,c) € Q*| ab- 6%c # cb - 6%a,b # c},
Mrp ={(a,b) € Q*| a-da #b-b,a # b},
Mjrp ={(a,b,¢) € Q*| ab- 6%a # cb - 6%¢c,a # c}.

Table 1. Detection of errors by check character systems
over groups of order ¢

Error type Detection set | Percentage of detection
transpositions M |Mr|/q(g — 1)
jump transpositions My [Myr]/q*(q — 1)
twin errors Mrp |Mrg|/q(qg —1)
jump twin errors MrE (Myrel/q*(q—1)

Let Q(-) be an arbitrary quasigroup. In [1] the following statement (The-
orem 3) is proved.

Theorem 1 ([1]). A check character system using a quasigroup Q(-)
and coding (2) for n > 4 is able to detect all

1. single errors;

1I. transpositions iff for all a,b,c,d € Q with b # ¢ in the quasigroup
Q(+) the inequalities (a1) b-dc # ¢ - db and (ag) ab - dc # ac - 6b hold;

II1. jump transpositions iff Q(-) has properties (1) be-62d # dc - §%b
and (B2) (ab-c)-6%d # (ad - c) - 6%b for all a,b,c,d € Q,b # d;



4 ON CHECK CHARACTER SYSTEMS OVER QUASIGROUPS AND LOOPS

IV. twin errors iff Q(-) has properties (y1) b-db # ¢ - dc and (72)
ab - 0b # ac- dc for all a,b,c € Q,b # c;

V' jump twin errors iff in Q(-) the inequalities (o1) be- 62b # dc-6%d
and (02) (ab-c) - 6%b # (ad - ¢) - 62d hold for all a,b,c,d € Q,b # d.

Denote the check character system over a quasigroup @Q(-) with the
check formula (2), n > 4 by S(Q(:),0). Define for it detection sets

5 g0 5 5
My, Myp, M7g, Mjrg

of transpositions, jump transpositions, twin errors, jump twin errors re-
spectively in the following way

MY = U UV, where U = {(b,c) € Q*| b-dc #c- b, b#c}, V) =
{(a,b,c) € Q3| ab- ¢ # ac- b, b # c};

My = US UVY, where U3 = {(b,c,d) € Q| bc -4°d # dc - §b, b #
d}, Vi = {(a,b,e,d) € Q*| (ab-c) - 62d # (ad-€)- 6%, b# d;

M, =USUVY, whereUS = {(b,c) € Q*| b-6b# c-bc, b+ c},V§ =
{(a,b,c) € Q3| ab- b # ac- dc, b # c};

Mopp =Uj UV, where U = {(b,c,d) € Q3| bc- 6%b # dc - 6%d, b #
d}, VP ={(a,b,c,d) € Q*| (ab-c)-6%b # (ad - ¢) - 6%d, b # c}.

Remark 1. If Q(-) is a quasigroup, then from (b, c) € U?, (b,c,d) € U3,
(b,c) € U3, (b,c,d) € U it can follow respectively that (a,b,c) € VP,
(a,b,c,d) € VJ, (a,b,c) € ‘/3‘5, (a,b,¢,d) € V} for some a € Q and
conversely. For example, if (b,c) € U (€ UJ) and the elements b, ¢ are
such that f, = f. = a (where fyb = b, foc = c), then (a,b,c) € V) (€ V3))
for this element a and conversely: if (a,b,c) € V) and a = f, = f.,
then (b,c) € UY. When (b,c,d) € US (€ UJ) and f, = fq = a, then
(a,b,c,d) € Vi (€ V) and conversely.

The set UZ-‘S .1 =1,2,3,4, points out the corresponding detected errors
in the first digits of code words, while the set Vf,i =1,2,3,4, defines the
detected errors in the rest positions beginning with the second position.

Generally, the sets Ui‘S and V;‘s are dependent, moreover, for quasi-
groups with the left identity e the set V;‘s completely defines the set Uf
(by a=e)i=1,2,3,4.

Now we note that

max(|U2]) = qlqg — 1), max(|]V?|) =¢*(g—1) fori =1,3
and

max(|U7|) = ¢*(q — 1), max(|V|) =¢*(g — 1) for i = 2,4,
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SO
max(|U?| + [V?2]) = q(¢® — 1) for i = 1,3

and
max(|U7| + |[V?]) = ¢*(¢* — 1) for i = 2,4.

Taking into account Remark 1 and above mentioned we can estimate
percentage (rate) r° of detection errors for the system S(Q(-),d) over a
quasigroup Q(-) in the following Table 2.

Table 2. Detection of errors by systems over quasigroups of order ¢

‘ Error types ‘ Detection set ‘ Percentage of detection ‘
s 5 _ 78,90 P ED)
transpositions Mz = Uy UVf | < ﬁ
: " s g g § < (U +V5])
jump transpositions | Mj, = U U V; ry < m
. 5 _ 7176 5 5 U3 |+|V-
twin errors Mpp=U3U0Vs ry < W
. . 5 Ug+|V,
jump twin errors | MSyp = U U VY Ty S TRE=1)

Let Q(-) be a quasigroup with the left identity e (ex = z for all x € Q)
or a loop with the identity e (ex = ze = z for all x € Q).

In this case elements (e, b, c) from V{ (from V), (e,b,c,d) from V3
(from V) define the elements (b,c) of UY (of UJ), (b,c,d) of U (of
U f ) respectively and conversely. So we obtain percentage of detection in
Table 3.

Table 3. Detection of errors by systems over quasigroups with a left
identity or over loops of order ¢

Error type Detection set | Percentage of detection
transpositions Mo =V = VPl/¢* (¢ —1)
jump transpositions Mf;T = V25 Tg = \VQ‘S’/QB’(Q —-1)
twin errors Mo, =VP rd = V{|/q*(q— 1)
jump twin errors Mopp =V} = Vi) (g—1)

If Q(-) is a group, then it is evident that
(byc) € UY ((b,c) € US) iff (a,b,c) € VP ((a,b,c) € V)
and
(b,c,d) € U3 ((b,c,d) € UJ) iff (a,b,c,d) € V¥ ((a,b,c,d) € V}),

where a is an arbitrary element of Q).
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Hence, the sets Vf , V25, V35, Vf define completely the sets Uf . Ug 5
U:,‘f7 Uf respectively and we have the rate of error detection in Table 1,
since

V2| =q|U?], i=1,2,3,4,

and

= VP/q* (¢ —1) = U] /alqg— 1), i = 1,3,
=1V2/*a—1) = |U7|/d* (g — 1), i =2,4.

By analogy with the check character systems over groups (see [6]) we
give the following

Definition 1. A permutation 09 is called automorphism equivalent to a
permutation &1 (92 ~ 81) for a quasigroup Q(-) if there exists an auto-
morphism « of Q(-) such that

52 = a&lofl.

Let AutQ(-) denote the group of automorphisms of a quasigroup Q(-).
The following proposition for quasigroups repeats Proposition 6.6 of
[6] for groups.

Proposition 1. (i) Automorphism equivalence is an equivalence relation
(that is reflexive, symmetric and transitive).

(17) If 01 and d2 are automorphism equivalent for a quasigroup Q(-),
then the systems S(Q(-),01) and S(Q(-),d2) detect the same percentage
of transpositions (jump transpositions, twin errors, jump twin errors).

Proof. (i) Straight forward calculation.

(ii) Let o € AutQ(-), 02 = adja™t, (b,c) € Ufl, that is b-d1¢ # c-01b,
then a(b- dic) # alc- §1b), ab - adic # ac- adib or ab - ada(ac) #
ac- adia~(ab).

Hence, (ab, ac) € UfZ.

If (a,b,c) € Vl‘sl, that is ab-d1c # ac-01b, then (aa-ab)-adia~(ac) #
(aa - ac) - adia~ (ab). Thus, (aa,ab, ac) € V162.

It is evident that if (b, ¢) € Ufl and (a,b,c) € Vl‘sl, then (ab, ac) € U{S2
and (aa, ab, ac) € sz and conversely, that is

| Mgt | = | M2,
The other cases follow in a similar way. O

Taking into account this proposition we can say that the systems
S(Q(+),d1) and S(Q(-),d2) with d; ~ d2 are automorphism equivalent
with respect to all considered error types.
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3. Equivalence of check character systems over loops

Consider the system S(Q(+),6), where Q(-) is a loop with the identity e.
The detection sets and a percentage of detection for these systems are
given in Table 3.

In [6] the following equivalence between two permutations d; and dz
on @ is defined for a group Q(-).

Permutations §; and 5 are called weak equivalent if there exist ele-
ments a,b € Q and an automorphism o € Aut@(-) such that

89 = Rea~t61aLy, a,beqQ,

where R,x = xa, L,x = ax for all z € Q.

We shall generalize the weak equivalence for a loop using the concept
of a nucleus of a loop.

Recall that the left, right, middle nuclei of a loop Q(+) are respectively
the sets [3]:

Ny={a€Qlax-y=a-zy for all x,y € Q},
N, ={a€Qlx-ya=2ay-a forall z,y € Q},
Np={a€Qlzxa-y=x-ay forall z,y € Q}.
The nucleus N of a loop is intersection of the left, right and middle nuclei:
N = NN N, N Ny,.

All these nuclei are subgroups in the loop [3]. In a group Q(+) the nucleus
N coincides with Q.

Definition 2. A permutation 05 of a set Q) is called weakly equivalent to
a permutation &6y (6 ~ 81) for a loop Q(-) if there exist an automorphism
a of the loop and elements p,q € N such that

0y = Rpaéla*ILq,
where Ryx = xp, Lgx = qx, N is the nucleus of the loop.

It is evident that if 83 ~ 81, then dy ~ &y (by p = q = e). Note, that
ifpe N,a € AutQ(-), then aN = N and R]jlx =R, 1z, L;lzc =L,
for all z € Q, where p~! is the inverse element for p in the group N (that
isp-pt=p !l -p=ce) Indeed, (zp)p =2 -p'p = 2ze = z for all
x € @, that is

R,R, 1z =z or RI;I = R,-1;
ql¢'z) = qq¢ 'z = ex =z for all z € Q. Hence, Lq_1 =Ly Ifa
permutation §; of @ is such that ;N = N, then o N = N also for every
permutation do, which is weakly equivalent to d;. Evidently, that it is

true if 01 € AutQ(-).
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Proposition 2. a) Weak equivalence is an equivalence relation for a
loop.

b) If 6, ~ 8, then systems S(Q(-),01) and S(Q(-),d2) over a loop Q(-)
detect the same percentage of transpositions (twin errors).

c) If, in addition, 61 is an automorphism of the loop Q(-), then these sys-
tems detect the same percentage of transpositions (jump transpositions,
twin errors and jump twin errors).

Proof. a) It is evident that § ~ § by p = ¢ = e, a = ¢, where ¢ is the
identity permutation of Q).
If 6o = Rpoaélofqu, that is 0y ~ 01, then

0 = Oé_lR;l(sgL(;la = a_lRp_152Lq_1a = Ra_1p_1a_152aLa_1q_1,

1

where p~! (¢ 1) is the element inverse to p (¢) in the group N, since

aR.r = Rygox, aL,x = Lygsox
for all a € Q and ap € N if p € N. Thus, 6; ~ ds.

Let 8, ~ &y ~ 83, then dy = Rpaéloz_qu — Rplﬂégﬁ_qul where

avﬂ € Ath()a P, q;P1,q1 € N.
From these equalities it follows that

01 = " Ry1 Ry, 3037 Loy Ly-10 = Ro=1 (1) 1037 La1(gyq-1);

where v = a8 € AutQ(-), since RyRpr = (zb) -a = x - ba = Ry,x,ba €
N and LyLyz = a(bz) = ab-x = Ly if a,b € N. Hence, §; ~ 3 and
the weak equivalence is an equivalence relation.

b) Let §; = Ryada~'L,, p,qg € N and (a,b,c) € M%l = \/151, that is

ab-§1c# ac-d1b or ab- Rpoadofquc # ac- Rpaéafqub.

Then, taking into account that p € N and ab = aq~' - ¢gb for all a,b € Q
if ¢ € N, we obtain
ab - (ada"Y(gc) - p) # ac- (ada™ (gb) - p) <=
ab - ada(qc) # ac- ada (gh) <=
(ag™t - gb)- adat(qe) # (ag™' - qc) - ada™(gh) <=
(@™ (ag™) - a"}(gh)) -6 (ge) # (a~H(ag ™) - a7 (gc)) - o~ (gb) =
ab-d¢ # ac-6b, b # ¢,

where @ = a~'(ag™!), b= a~!(gb), ¢ = a"'(qc). Thus, (a,b,¢) € V{ =
M3,
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Now consider twin errors. Let (a,b,c) € Vg‘;1 = M:‘;lE, then

ab - Rpaéafqub # ac- Rpaéofquc,
ab - adat(gb) # ac - ada~1(qge),
(ag™" - gb) - ada™"(gb) # (ag™" - gc) - ada(ge),
(@™ (ag™") - a"(gh)) - 6 (gb) # (oM (ag™!) - a7 (gc)) - G (go),
or o )
ab- b+ ac- ¢, b+ é,
where @ = o~ (ag™!), b= a~'(gb), ¢ = a~(gc). Hence, (a,b,¢) € Vi =
M% - The inverse transformations are also correct.
c¢) The statement with respect to transpositions and twin errors fol-
lows from b).
Consider jump transpositions and jump twin errors if ¢ is an auto-
morphism of a loop Q(+).
Let (a,b,c,d) € Mglf = V;l, 61 = Rpada~'L,, that is (ab-c) - 63d #
(ad-c)-6%b or
(ab-c) - Ryada ' LyRyada™tLyd # (ad - ¢) - Rypada™tLyRyada™t Lyb.
Then

(ab- ¢) - (aba™' (g - (ada™'(qd) - p)) - p) #
# (ad-¢) - (ada™' (g - (ada” ' (gb) - p)) - p),
where p € N, ada™! € AutQ(-), ada~'p € N. So we have
(ab-c)-ada™"(g-(ada " (gd) -p)) # (ad-c)-ada™" (g-(ada™" (gb)-p)),
(ab-c) - (aba™q-ad?’a(qd)) # (ad - c) - (ada™1q - ad?a~t(gb)).

But ab = aq™! - ¢b and ada~'q € N, so

(((ag™" - gb) - ¢) - ada1q) - ad®a~ (qd) #
# (((ag™* - qd) - ¢) - ada™1q) - ad2a ™ (gb),

(ag™" - qb)(c- ada"q) - as’a " (qd) #
# (ag~" - qd)(c- ada”q) - ad®a ' (gb),

(a7 (ag™") - @~ (gb)) - ©) - 6%} (qd) #
# (@™ (ag™") - a"Y(qd)) - ©) - 8% (qb)
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or

(ab-¢)-6%d # (ad - &) - 6°b,

a=a Yaqg ), b=a"gb), e¢=a Y c-ada"lq), d=a"(qd).

Hence, (a,b,¢,d) € Vi = MgT.
It remains to consider jump twin errors. Let (a,b,c,d) € ‘/461 _
MSL, ., that is (ab- ¢) - 62b # (ad - ¢) - 62d. Then

(ab-c) - Rpada ' LyRyada™ Lyb # (ad - ¢) - Ryada ™ LyRyada™ Lyd.

In a similar way with jump transpositions we obtain the following
inequality

(ab-c) - ada" (g - adat(gh)) # (ad - ¢) - ada= (g - adat(qd)).

Carrying out the same transformations as in the case of jump transposi-
tions we get

(ab-¢) - 6%b # (ad - &) - 6%d,

a=aYag™), b=a"l(gh), e=a (e -ada"q), d = a " (qd).
Thus, (a,b,c,d) € V461 = MﬁlTE and the proof is completed. O

Note that Preposition 2 is a generalization of the analogous Proposi-
tion 6.2 of [6] proved for systems over groups.
From Proposition 2 it follows

Corollary 1. Let Q(-) be a loop (a group), N be its nucleus, p,q €
N (p,q € Q), then

a) systems S(Q(-),e) and S(Q(-), RyLq) detect the same percentage of
transpositions (jump transpositions, twin errors and jump twin errors);
b) systems S(Q(-), RyLq) over a loop (over a group) can not detect all
transpositions (all jump transpositions).

Proof. a) Follows from the point c) of Proposition 2 by §; = ¢, dy =
R,L,.

b) According to Theorem 4 and Proposition 3 of [1] the system S(Q(-), )
over a loop can not detect all transpositions (all jump transpositions).
Now use a). O

Remind that a loop Q(-) is called a Moufang loop if it satisfies the
identity (xy - 2)y = z(y - zy).
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Corollary 2. A system S(Q(-), RyLq) over a Moufang loop of odd order
with nucleus N, p,q € N detects all twin errors and all jump twin errors.

Proof. Tt is sufficiently to note that according to Corollary 4 of [1] the
system S(Q(-), €) over a Mounfag loop of odd order detects all twin errors
and all jump twin errors. O

Ezxample. Now we shall illustrate the results obtained above on a
(noncommutative) loop of order 8.

Let Q(+), where @ = {1,2,...,8}, be a loop of order 8 with the unity
1 which has the Cayley table given in Table 4.

Table 4.Cayley table of the loop Q(-)

12345678
12345678
21437856
34126587
43218765
56782143
65874321
78561234
87653412

—

Computer search carried out by A.Diordiev showed that this loop has
the group of automorphisms of order 4 which consists of the following
permutations:

(12345678), (13247856), (12348765), (13246857).

We do not write the first row of permutations in the natural order. The
nucleus N contains four elements:

N ={1,2,3,4}.

Among permutations ¢ of ) such that §1 = 1 for this loop there exist
the set P; of 52 permutations satisfying the condition (a2) (and (aq),
since Q(-) is a loop) of Theorem 1 for all a,b,c € @, b # ¢, and the
set P, of 16 permutations satisfying the condition (y2) (and (71)) for all
a,b,c € Q, b# c (P UP, = @). According to Theorem 1 it means that
a system S(Q(:),d) with § € P, (0 € P») can detect all transpositions
(all twin errors).

There exist 16 permutations which are weakly equivalent to the per-
mutation

5o = (13426785) € Py.
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These permutations have the form R,adoa'L,, where a € AutQ(-),
p,q € N (here the permutations multiply from the right to the left) and
are given below:

(13426785), (24315876), (31248567), (42137658),
(13428567), (24317658), (31246785), (42135876),
(14237865), (23148756), (32415687), (41326578),
(14238756), (23147865), (32416578), (41325687).

By Proposition 2 each system S(Q(:),d), where ¢ is one of these permu-
tations detects all transpositions also.
For the permutation

51 = (13564278) € Py

there exist 32 permutations which are weakly equivalent to it. By Propo-
sition 2 all systems S(Q(+),d) with § from these permutations detect all
twin errors.

For the systems S(Q(-),dp) and S(Q(:),d1) by computer search the
following percentage of detection of transpositions, jump transpositions,
twin errors and jump twin errors respectively was obtained:

r{ =100, 3 =67, 1 =85 P =67
=78, rit =87, =100, =87

References

[1] G.B.Belyavskaya, V.IL.Izbash, G.L.Mullen, Check character systems using quasi-
groups: I (to appear).

[2] G.B.Belyavskaya, V.I.Izbash, G.L.Mullen, Check character systems using quasi-
groups: II (to appear).

[3] V.D.Belousov, Foundation of the Theory of Quasigroups and Loops. (Russian),
Nauka, Moscow, 1967.

[4] H.M.Damm, Prufziffersysteme uber Quasigruppen, Diplomarbeit Universitat Mar-
burg, Marz, 1998.

[5] A.Ecker and G.Poch, Check character systems, Computing 37/4 (1986), pp. 277-
301.

[6] R.-H. Schulz, On check digit systems using anti-symmetric mappings, In J.Althofer
et al. editors. Numbers, Information and Complexity, Kluwer Acad. Publ. Boston
(2000), pp. 295-310.

[7] R.-H. Schulz, Equivalence of check digit systems over the dicyclic groups of order
8 and 12, In J.Blankenagel & W.Spiegel, editors, Mathematikdidaktik aus Begeis-
terung fur die Mathematik, Klett Verlag, Stuttgart (2000), pp 227-237.



G. B. BELYAVSKAYA 13

[8] R.-H. Schulz, Check Character Systems and Anti-symmetric mappings, H.Alt (Ed):
Computational Discrete Mathematics, LNCS 2122 (2001), pp 136-147.

[9] J.Verhoeff, Error detecting decimal codes, Math. Center Tracts 29, Amsterdam,
1969.

CONTACT INFORMATION

G. B. Belyavskaya Institute of Mathematics and Computer
Science, Academy of Sciences of Moldova,
str. Academiei, 5, MD-2028, Chishinau,
Moldova
E-Mail: gbel@math.md

Received by the editors: 23.04.2003
and final form in 11.07.2003.



